


National Security Vision

Malaysian’s Critical National Information
Infrastructure will be secure, resilient and
self-reliant. Infused with a culture of
security, it will promote stability, social
well being and wealth creation
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Background

For many years Governments have been
protecting strategically critical
infrastructures, however in recent times
the information revolution has
transformed all areas of life. The way
business is transacted, government
operates, and national defence is
conducted has changed. These activities
now rely on an interdependent network
of information technology
infrastructures and this increases our
risk to a wide range of new
vulnerabilities and threats to the
nation’s critical infrastructures. These
new cyber threats are in many ways
significantly different from the more
traditional risks that Governments have
been used to addressing. Exploiting
security flaws appears now to be far
easier, less expensive and more
anonymous than ever before.
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The increasing pervasiveness,
connectivity and globalization of
information technology coupled with
the rapidly changing, dynamic nature of
cyber threats and our commitment to
the use of ICT for socio-economic
development brings about the critical
need to protect the critical information
infrastructures to provide greater
control. This means that Governments,
including the Malaysian government,
must adopt an integrated approach to
protect these infrastructures from
cyber threats.



The National Cyber Security Policy

This National Cyber Security Policy has been designed to facilitate
Malaysia’'s move towards a knowledge-based economy (K-economy). The
Policy was formulated based on a National Cyber Security Framework that
comprises legislation and regulatory, technology, public-private
cooperation, institutional, and international aspects.

The National Cyber Security Policy seeks to address the risks to the Critical National
Information Infrastructure (CNII1) which comprises the networked information systems of
ten critical sectors. The CNII sectors are:

National Defence and Security

Banking and Finance

Information and Communications
Energy

Transportation

Water

Health Services

Government

Emergency services

Food and Agriculture

The Policy recognizes the critical and highly interdependent nature of the CNI1 and aims to
develop and establish a comprehensive programme and a series of frameworks that will
ensure the effectiveness of cyber security controls over vital assets. It has been developed
to ensure that the CNII are protected to a level that commensurate the risks faced.
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The Eight Policy Thrusts

THRUST 1: Effective Governance

THRUST 5: Research & Development Towards Self-Reliance
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THRUST 2: Legislative & Regulatory Framework
k3

& ! THRUST 6: Compliance and Enforcement
1 OH
1
$
THRUST 7: Cyber Security Emergency Readiness
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THRUST 3: Cyber Security Technology Framework o,; &
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THRUST 4: Culture of security and Capacity Building
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THRUST 8: International Cooperation
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Implementation Approach

Addressing -1 (
Immediate
Concerns

Building the -1 (
Infrastructure

Developing - $ (
Self-Reliance
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The successful implementation of the eight policy thrust as contained within the
National Cyber Security relies on a coordinated and focused approach. The key
feature of the Policy implementation is:

Establishment Of The Malaysia Cyber Security Centre
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National Cyber Security Policy Implementation
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National Coordination

Outreach
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Compliance Monitoring

Risk Assessment
0 ) TR

© Ministry of Science, Technology And Innovation



+
3
(L] !
tO#H
0]
B
1
k3
k3

© Ministry of Science, Technology And Innovation

Conclusion
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